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	Abstract:
	This document is aimed to inform ITU-T SGs, FIGI SIT WG, FG-QIT4N, 3GPP, ETSI and GSMA on the initiation of new work item TR-USSD.

ITU-T Study Group 11 would like to inform SG13, SG17, SG20, FIGI-SIT, FG-QIT4N, 3GPP SA3, ETSI TC Cyber QSC Working Group and GSMA about current ITU-T SG11 activities related to the improvement of the signalling network security. A new work item TR-USSD “Technical Report on Low resource requirement, quantum resistant, encryption of USSD messages for use in Financial services” was initiated in SG11 meeting in March 2020, and its base text has been discussed at SG11 meeting in July 2020.
This technical report is a result of ITU-T TR-SS7-DFS “SS7 vulnerabilities and mitigation measures for digital financial services transactions”. TR-SS7-DFS states that clear-text USSD is the most common medium of DFS financial transactions in the developing world, where there is no deployment 3G or 4G cellular infrastructure. A fact that leads to large scale financial fraud. This TR surveys the available and upcoming encryption technologies that can mitigate this risk, can be implemented OTT over existing 2G cellular infrastructure and require low computation resources which enable it to be deployed to UICC (uSIM) modules.
The baseline text of ITU-T TR-USSD is available in SG11-TD1399/GEN.
ITU-T SG11 looks forward to collaborating with SG13, SG17, SG20, FG-QIT4N, FIGI-SIT, 3GPP SA3, ETSI TC Cyber QSC Working Group and GSMA on this subject.
Attachment:
· SG11-TD1399/GEN Output - draft technical report ITU-T TR-USSD: "Low resource requirement, quantum resistant, encryption of USSD messages for use in Financial services" (Virtual, 22-31 July 2020)
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